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What’s ahead?
The Tides They Are A‐Changin’

The current state of affairs

What will the future bring?
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A little bit about me
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The Tides They Are
A‐Changin’
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Stirrings (1)
Increasing law and requirement strictness
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Stirrings (2)
Existing/upcoming languages have a solid story
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Stirrings (3)
Tool / language development rate skews

It often takes > a decade to get a substantial feature into C or C++,

Backwards compatibility can be considered to impede innovation,

Newer languages have a community-driven, faster release model,

Western-originated administrative bodies like ISO are non-inclusive.
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Language safety
Arithmetic safety   (e.g. integer overflow, floating point value handling)

Thread safety   (e.g. data sharing in concurrent contexts)

Definition safety   (e.g. ODR violation)

Memory safety   ⇐ main focus of discussions on language safety

Initialization safety   (e.g. zero initialization or forced initialization)

Type safety   (e.g. strong typing, type punning)

Bounds safety   (e.g. array index checking, pointer arithmetic)

Lifetime safety   (e.g. ownership model and lifetime verification)
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The current
state of affairs
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Examples introduction: LUT

Read while value below THRESHOLD, for a maximum number of MAX_ITER times
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Examples (1): Creating the LUT
1 void load_values(float* const lut, size_t s);
2  
3 float* create_lut() {
4   const size_t SIZE = 8192;
5  
6   float* lut = malloc(sizeof(float) * SIZE);
7   if (lut) {
8     load_values(lut, SIZE);
9   }
10  
11   return lut;
12 }
13  
14 float* const lut = create_lut();
15 if (!lut) {
16   // ..handle error..
17 }
18  
19 // ..do stuff with LUT..
20  
21 free(lut);

1 void load_values(std::span<float> lut) noexcept;
2  
3 [[nodiscard]] std::vector<float> create_lut() {
4   auto lut = std::vector<float>(8192);
5  
6   load_values(lut);
7  
8   return lut;
9 }
10  
11 try {
12   const auto lut = create_lut();
13  
14   // ..do stuff with LUT..
15  
16 } catch(...) {
17   // ..handle error..
18 }
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Examples (1): Creating the LUT
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2  
3 [[nodiscard]] std::vector<float> create_lut() {
4   auto lut = std::vector<float>(8192);
5  
6   load_values(lut);
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11 try {
12   const auto lut = create_lut();
13  
14   // ..do stuff with LUT..
15  
16 } catch(...) {
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1 fn load_values(lut: &mut [f32]);
2  
3 fn create_lut() -> Result<Vec<f32>> {
4   const SIZE: usize = 8192;
5  
6   let mut lut = Vec::new();
7   lut.try_reserve_exact(SIZE)?;
8   lut.resize(SIZE, 0f32);
9  
10   load_values(&mut lut);
11  
12   Ok(lut)
13 }
14  
15 let Ok(lut) = create_lut() else {
16   // ..handle error..
17 };
18  
19 // ..do stuff with LUT..

Errors propagate as exceptions Errors propagate as Result values
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Examples (2): Using the LUT
1 float* create_lut();
2 int read_sensor(); // Returns <0 when an error occurs.
3 size_t value2index(int value);
4  
5 enum Error { ERR_OK = 0, ERR_SENSOR_READ } error = ERR_OK;
6  
7 float* const lut = create_lut();
8 if (!lut) {
9   // ..handle error..
10 }
11  
12 for (int i = 0; i < MAX_ITERS; i++) {
13   const int value = read_sensor();
14   if (value < 0) {
15     error = ERR_SENSOR_READ;
16     break;
17   }
18  
19   if (lut[value2index(value)] > THRESHOLD) {
20     break;
21   }
22  
23   // ..sleep for a bit..
24 }
25  
26 switch (error) { /* ..handle error + free LUT.. */ }

1 [[nodiscard]] std::vector<float> create_lut();
2 [[nodiscard]] std::optional<int> read_sensor() noexcept;
3 [[nodiscard]] constexpr std::size_t value2index(int value) noexcept;
4  
5 try {
6   const auto lut = create_lut();
7  
8   const auto is_sensor_low = [&](int) -> bool {
9     const auto value = read_sensor();
10     if (!value) {
11       throw std::system_error{EIO, std::generic_category()};
12     }
13  
14     return lut.at(value2index(*value)) < THRESHOLD;
15   };
16  
17   using namespace std::views;
18   for (int _ : iota(0, MAX_ITERS) | take_while(is_sensor_low)) {
19     // ..sleep for a bit..
20   }
21 } catch(...) {
22   // ..handle error..
23 }
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(try_take_while is a custom iterator adapter)

1 fn create_lut() -> Result<Vec<f32>>;
2 fn read_sensor() -> Result<i32>;
3 const fn value2index(value: i32) -> usize;
4  
5 let lut = create_lut()?;
6  
7 let is_sensor_low = |_| -> Result<bool> {
8   Ok(lut[value2index(read_sensor()?)] < THRESHOLD)
9 };
10  
11 let sleep = || { /* ..sleep for a bit.. */ };
12  
13 (0..MAX_ITERS).try_take_while(is_sensor_low, sleep)?;
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Digression: Undefined Behavior
Wait…programming is not exact science?

Indexing out-of-bounds:

Accessing uninitialized values:

Signed integer overflow:

Shared mutable access of data:

1 int array[8] = {};
2 int x = array[10]; // ???

1 int x;
2 printf("%d\n", x); // ???

1 int x = std::numeric_limits<int>::max();
2 int y = x + 5; // ???

1 std::string x;
2 std::jthread t1{[&]{ x = "Uh"; }};
3 std::jthread t2{[&]{ x = "Oh"; }};
4 std::cout << x << '\n'; // ???

 

UB provides “wiggle room” for compiler writers, but can be dangerous
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Digression: Undefined Behavior
Safe languages don’t have UB

Indexing out-of-bounds:

Accessing uninitialized values:

Signed integer overflow:

Shared mutable access of data:

1 let x = [0; 8];
2 let y = x[10]; // Won't compile, or panics during runtime.

1 let x;
2 println!("{x}"); // Won't compile.

1 let x = i32::MAX;
2 let y = x + 1; // Won't compile, or panics during runtime.

1 let mut x = String::new();
2 let t1 = thread::spawn(||{ x = "Uh".to_owned(); });
3 let t2 = thread::spawn(||{ x = "Oh".to_owned(); });
4 println!("{x}"); // Won't compile.

 

Safe languages make you pay correctness costs up front, preventing issues later
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What will the
future bring?
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The point is made 
Language safety is a hot and contentious topic
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What about tools? 
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..and what about legacy code?
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Benefit from safe languages today

 

Try safe tools like Rust,

Stay ahead of the curve,

Level-up programming skills,

Adopt step-by-step.

High Tech Institute:

Visit the High Tech Institute website for more information.
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Concluding remarks
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High Tech Institute trainings

A comprehensive intro course to C++20

For developers of all levels, with prior
programming experience (any lang.).

Four full days in total – 2x two days
within two weeks – ±50% exercises.
Goal: Provide a solid base of C++20 knowledge, effective handles
for further development and a successful career as a professional.

A thorough introduction course to Rust

For developers with solid prior
programming experience (any lang.).

Nine hours total – two half-days within
two weeks – ±30% exercises.
Goal: Provide an experienced software engineer the necessary
knowledge to build a strong value judgment of the Rust language.

C++ fundamentals 

Course information @ High Tech Institute.

Exploring Rust 

Course information @ High Tech Institute.
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End
Thank you 
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